Vista Royale Computer/Technology Club
February 6, 2025 Meeting Minutes

Guest: Lt. Justin Knott, Indian River County Sheriff's Office
29 attendees

Sandy McKenny opened today's meeting with two announcements — a reminder to vote on
the budget, and informing the ballots electronically arrived for the election of BOD members
and paper copies will be in your mail within a few days.

Sandy introduced today's speaker, Lieutenant Justin Knott, from the IRC Sheriff's Office. What
a great guy and speaker who presented a very informative, detailed, and easy to follow
program.

A Summary of Lt. Justin Knott’'s Presentation
1. Background of Lt. Knott (Community Office):
« Military background before joining law enforcement.
* 19 years with the Sheriff’s Office.
» Earned undergraduate degree before entering law enforcement.
* Career progression:
* Police Academy — Road Deputy — Field Training Officer — Detective
(Background Investigations)
* Internal Affairs (IA) for 8 years — Sergeant in Criminal Investigations
* Returned to patrol when a new sheriff was appointed.
» School Safety Lieutenant — Currently leads the Community First Program.
* Personal life: 21 year resident of Sebastian, FL, married, two children.

2. Handouts & Resources Provided:
* Handouts covered:
* Recovering stolen valuables:
» The Sheriff's Office has access to a stolen item database (tracks pawned goods).
* Detailed records (photos, serial numbers, etc.) help recover stolen items.
 Basic home security tips.
* How to start a Neighborhood Watch program.
* The Sheriff's Office facilitates education but does not maintain Neighborhood Watch
programs.
* Fraud & Identity Theft Prevention:
* Distributed a pamphlet from the Federal Trade Commission (FTC).
* FTC is the best resource for identity theft, fraud, and scam victims.

3. Crime & Safety Insights:
* Violent crime typically occurs within the same demographic groups.
* Vista Royale residents (senior community) are statistically at low risk for violent crime.
* Most elderly victims experience crime through domestic violence or issues with
caregivers



4. Fraud & Scams Targeting the Elderly
» Most elderly fraud cases originate from unsolicited phone calls, emails, texts, or mail.
» The scammers usually don’t know the victim personally, though they may have basic
information from data breaches.
* Fraud has no specific demographic pattern—anyone can be targeted.
5. Definitions of Common Crimes
* Fraud: A deliberate act intended to obtain an unauthorized benefit using deception.
» Scam: A fraudulent scheme or confidence game designed to quickly extract money
from victims.
* Identity Theft: Stealing personal or financial information to use for fraudulent
purposes.
* Internet Theft: Any fraud involving social media, phishing emails, or other online
interactions.
* Cross-jurisdictional challenge: Many online scams originate outside the victim’s
community or country, making local law enforcement intervention difficult.
* FTC's Role: The Federal Trade Commission (FTC) can bypass jurisdictional
boundaries and pursue scammers across state or national lines.
* Local Crimes: If a known person (e.g., family member) is stealing from you, local
law enforcement can intervene.

6. Predatory Lending & Phone Scams
* Predatory Lending: Lending practices that exploit borrowers through unfair or abusive
terms.
* Phone Scams:
* Fraudsters attempt to extract personal or financial information through phone calls.
» Common tactics:
* Asking for bank details or Social Security numbers.
» Wire transfers or payments via Bitcoin, iTunes gift cards, etc..

Summary of Key Points:

1. FTC Scam Awareness:
* The Federal Trade Commission (FTC) regularly updates its website (www.ftc.gov)
with training materials and alerts on current scams.
* The most prevalent scams are typically displayed on the homepage.

2. Law Enforcement Reports & Dispatch System:
* Police or sheriff’'s deputies can file a case report if requested.
» Computer-aided dispatch (CAD) assigns a unique case/event number to each
service call, even if a full report is not created.
* Citizens can request public records for service calls, which include timestamps,
names of responding officers, and dispatcher notes.
* Initial statements made to 911 dispatchers (e.g., “I believe | am a scam victim”) are
recorded and included in reports.

3. Demographics of Scam Victims:
* Younger adults (20-29 years old) report fraud losses more often than older adults
(70-79 years old).
* However, older adults tend to lose more money:
« 20-29 age group: Median loss = $450
« 80+ age group: Median loss = $1,700



* Imposter scams resulted in $2.67 B in reported losses, with a $1,000 median loss per
victim.
* Credit card fraud reports have increased by 13%.
4. Identity Theft Trends & Social Media Impact:
* I[dentity theft complaints have risen dramatically since the early 2000s, coinciding with
the rise of social media and digital access.
+ 2001: ~300,000 identity theft reports
» 2021: ~5.15 million reports (peaked at 6 million during COVID-19).
5. Local Law Enforcement & Crime Monitoring:
* The sheriff’s office operates a Real-Time Crime Center equipped with large digital
screens to track crime in real time.
» These screens are also used for Citizens Academy training sessions.
» Law enforcement agencies conduct background investigations for various
purposes, including security clearances.

Notes from Lt. Knott:
IRC experienced a 3.5% population increase in the last two years. Interestingly, the crime rate
lowered in 2024 — fewer incidents and, in particular, auto theft was way down.

IRC THRIVE has a component, the juvenile diversion program, geared to counseling, peer
training, and emotional training for youth at risk. THRIVE works with local schools and the
IRC police departments for the benefit of youth who are arrested and not booked. Rather,
they process through the THRIVE program, which includes a teen court system, community
service, counseling, training, and more. THRIVE is similar to what is also referred to as
restorative justice programs for youth, providing a set of activities that help young people
repair harm they've caused to others or their community. These types of programs aim to help
youth take responsibility for their actions, and to help victims feel some sense of relief and
control.

Protecting Yourself from Financial Fraud and Scams

1. Recognizing Financial Scams
* If someone asks you to transfer money via cryptocurrency, gift cards, or gold, likely a
scam.
» Government agencies and legitimate businesses will never demand payment in
cryptocurrency or request that you withdraw money to "protect” it.
» Be wary of calls, emails, or messages pressuring you to make immediate financial
transactions.
* If you receive unexpected packages, especially those you did not order, contact law
enforcement before opening them.

2. Protecting Your Identity and Accounts
* Review your credit reports annually through agencies like Experian, Equifax, and
TransUnion. You can obtain free reports through the FTC’s website.
» Monitor your credit history for unauthorized accounts or loans taken in your name.
 Consider freezing your credit with major reporting agencies to prevent fraudulent
activity.
« If you have a mortgage or own property, periodically check property records to ensure
no fraudulent transactions have been recorded under your name.



3. Avoiding Fraudulent Solicitations
* Do not engage with unsolicited calls from hospitals, creditors, or other institutions.
Instead, contact them directly using verified contact information.
* Register your phone number with the National Do Not Call Registry to reduce spam
calls and report violations to the FTC.
* Never trust a phone number or link provided in an unsolicited email or text message.
Instead, visit the official website of the institution to verify legitimacy.
« If you receive a suspicious call from a supposed doctor’s office or financial institution,
hang up and call them back using a number you find on their official website.
4. Safe Online Practices
 Always check that websites you visit use secure connections (look for "HTTPS" in the
address bar and a padlock symbol).
* Do not click on links in suspicious emails or messages.
* Be cautious when shopping online and verify that the site is reputable before entering
payment information.
5. Preventing Gift Card and ATM Fraud
* When purchasing gift cards, check that the security code has not been exposed or
tampered with.
» Be aware that scammers may repackage gift cards after copying security codes,
allowing them to drain funds once activated.
* If using Bitcoin or other cryptocurrency ATMs, be cautious. Scammers often direct
victims to deposit money into these machines for fraudulent transactions.
6. Enhancing Banking and Card Security
» Check with your bank about fraud protection measures they offer, such as card
transaction alerts and the ability to freeze accounts or cards.
» Some banks offer mobile apps that allow you to temporarily disable a lost debit or
credit card to prevent unauthorized transactions.
» Monitor your accounts regularly for unauthorized charges and report any suspicious
activity immediately.
7. Reporting Fraud and Scams
« If you suspect fraud, report it to the Federal Trade Commission (FTC) at www.ftc.gov.
* Provide as much detail as possible, including phone numbers, websites, or email
addresses involved in the scam.
* Reporting scams helps authorities track and stop fraudulent activities, protecting
others from falling victim.
By staying informed and vigilant, you can significantly reduce the risk of financial fraud and
identity theft. Always verify sources, question suspicious requests, and utilize security
measures to safeguard your personal and financial information.

WOW! THIS MEETING WAS LOADED WITH IMPORTANT AND INTERESTING
INFORMATION.

COME NEXT WEEK FOR ANOTHER INFO. PACKED SESSION. SEE BELOW.
THANK YOU!!

Next Meeting — THURSDAY, FEB. 13, 2025

Jurgen Schwanitz, ACT Computers

Cyber Security !!

9:30 am — PACH KITCHEN — PLEASE ARRIVE 10 — 15 MINUTES BEFORE START TIME






