Vista Royale Computer Club
February 13, 2025

Presentation by Jurgen Schwantiz. ACT Computers - Cyber Security

Jurgen, ACT Computers, is a good friend to VRCC, having presented dozens of programs
over the years. Today's presentation, Cyber Security, is one of three on this season's
schedule.

FIND ACT Tech Talks here: https://www.youtube.com/@actcomputers.

So, WHY IS IT? that we get hacked, spam, etc. Jurgen's take on the topic is because WE
SHARE TOO MUCH. Let's try sharing less. Even walls have ears! The less said, the better,
and your exposure to bad actors will greatly reduce. They run rampant down here in Florida
and among senior citizens.

Key Discussion Points:

1. Social Media and Online Privacy:
* Evolution of Platforms: MySpace was an early leader, but Facebook became more
dominant. Both were quickly followed by a multitude of options. These platforms
enable users to share photos and communicate but come with privacy risks.
* Oversharing Risks: Excessive sharing of personal information online can lead to
hacking and spam. Members were advised to be mindful of their online presence.
* Privacy Tips:
* Limit the amount of personal information shared.
* Avoid posting daily routines or sensitive information like Social Security numbers or
dates of birth. If you must add a DOB to get to where you want, just fake it! There are
exceptions such as, medical, IRS, etc.
* Exercise caution when sharing location details.

2. Fraud and Scams:
* Florida’s senior population is a prime target for scams. Advancements in Al enable
more sophisticated impersonation scams using video and voice cloning. Al is a
computer system with a brain. In about 20 seconds Al can grab voice likeness or photo
likeness and fake being anyone — you, your grandson, etc. From that, anyone can
make a fake video that looks and sounds the same as anyone. It's so believable!!
* Property Fraud: Scammers can forge property titles. Members were encouraged to
enroll in
notification services to monitor changes to property records. Property titles are not
protected and are published to the public.
» Bad actors are after anyone who does not live in a tent. They do not know you
personally. They just want your money. Beware.

3. Email Security:
* Avoid displaying email addresses publicly on club websites to prevent spam. Use
contact forms instead.



* Refrain from using email addresses as membership IDs. Consider separate email
addresses for different purposes. Separate email addresses for medical, financial,
family, general. Are you a BOD member — another one for that organization, etc.

* Transition away from unreliable email providers (e.g., BellSouth.net) to avoid service
disruptions.

4. Home Network Security:
* Personal Routers: Routers are the heart of the network. Investing in personal routers
like the Island Router provides better security and speed compared to ISP-provided
routers. It acts like a very good police officer and has a mobile App that lets you
completely control the router. Cost is around $700.00.
* Router Setup: Use the ISP modem in bridge mode and allow the personal router to
manage the network.
* Benefits: Improved security, parental controls, and better speed management.
Provider routers are very basic and homeowner has very little control. Some network
providers offer a combination modem/router for easiness, but they tend to cause
problems. Personal routers keep things safe.

5. Device Security and Privacy:
* Apple Devices: While perceived as secure, increased market share has made them
more susceptible to attacks.
» Smart Devices: Products from companies like Vizio, Amazon, and Google collect user
data for advertising. Members should weigh convenience against privacy.
* Automobiles: Modern cars increasingly collect data and require updates. Porsche is
shifting away from screens back to physical buttons for safety. (Exception is back up
screen.)

6. Credit Security:
* Freezing credit with TransUnion, Experian, and Equifax prevents unauthorized
accounts.
* Freezing credit does not impact credit scores but requires setup and documentation.
It can be challenging to reverse it.

7. Password Management:
» Use unique passwords for each account. Google Chrome’s password manager is a
secure option.
 Consider storing critical passwords in a safe deposit box for heirs.

8. Bitcoin:
* Bitcoin is secure but lacks recovery options.
* Loss of a wallet key results in permanent loss.
* Every investment comes with some degree of risk. While Bitcoin can be stored
securely, potential risks include volatility and the impact of potential regulations.

9. Software and Virus Protection:
* Recommended antivirus software: Avast (paid version).
* Norton, now under LifeLock, has declined in quality. Be cautious when sharing
personal information with such services.



* Phishing scams are increasing. Verify the source of unexpected messages claiming
to be from banks, Social Security, or delivery services.

10.European Privacy Laws:
» Europe enforces stricter privacy regulations compared to the US.
» Companies like Google and Facebook must comply with these standards.

11.Technology Updates:
« Car software updates can temporarily disable vehicles. Manufacturers should ensure
functionality remains unaffected.
* Frequent device updates can disrupt functionality. Updates can take about 30 minutes
to
download. Members were encouraged to stay informed about update schedules.

Key Takeaways:

* Exercise caution when sharing personal information online.

* Invest in personal routers and reliable email providers for better security.

« Stay vigilant against scams, phishing, and property fraud.

* Maintain strong password management practices and secure critical information for heirs.
» Balance convenience and privacy when using smart devices and connected technology.
* Participate actively in the voting process for community matters.

VOTE!

Owners, please complete your Limited Proxy to fully fund reserves or waive full funding for
the 2025-2026 Budget.

Deadline is February 19th.

ELECTRONIC VOTING ASSISTANCE — ELECTION OF BOARD OF DIRECTORS
PACH COMPUTER LAB:

Saturday February 22nd: 9:00AM-11:00AM

Thursday, February 27th: 5:00PM - 7:00PM

Next Meeting: THURSDAY, FEB. 20, 2025: ESTATE PLANNING
Pam Hennig, Conforti & Hennig
Elder Law & Estate Planning Attorneys

9:30 am — PACH KITCHEN — PLEASE ARRIVE 10 — 15 MINUTES BEFORE START TIME
BRING ALONG YOUR FRIENDS & NEIGHBORS — SEE YOU THERE! THANK YOU!



